IVAN JAIRUS
DEVSECOPS

Jakarta, Indonesia - filemonivanjairus@gmail.com - linkedin.com/in/ivan-jairus - github.com/IvanJairus - portofolio-six-
delta-18.vercel.app

PROFILE

DevSecOps at a state-owned bank in Indonesia (BUMN) since Feb 2024; backend developer 2022-2024.

Own one shared CI/CD platform: 40+ repos, 2 Cl engines, 5 artefact types, SIT - UAT - PROD.

S1 Informatics, Universitas Tarumanagara, 2018-2022, GPA 3.64.

IMPACT

e Cut release lead time by ~90%, hours of manual steps to minutes (estimate: ~3 h runbook - ~10-15 min
automated); each promotion is time-stamped in the release ledger, so the delta is trackable.

e One pipeline standard — specified with system analysts, business analysts and scrum masters — serves
40+ repositories through a four-line include: a gate or a fix lands once and reaches every repo.

e A 4-person team operates, releases from and handles incidents on this platform without me; 4 projects
handed over with documentation.

e Security sits in the merge path across a 52-rule codified standard: fail-closed quality gate, Trivy + Semgrep
+ SonarQube, SBOM per image, Vault secrets.

EXPERIENCE

DevSecOps — Bank Negara Indonesia (BUMN) - Jakarta, Indonesia Feb 2024 - Present

e Built and own a shared CI/CD gateway consumed by 40+ service repositories through a four-line include —
5 artefact types, SIT - UAT = PROD, ~9.9k lines of pipeline code written by me.

e Codified a 52-rule pipeline standard and enforced it behind two Cl engines (GitLab Cl, Jenkins/Groovy
shared library) as one contract, so an override reads as an exception, not a silent fork.

e Made security a gate, not a report: composite quality gate that fails closed, SonarQube and Semgrep SAST
on the merge path, Trivy scan plus CycloneDX SBOM per image, secrets from Vault.

e Built a ChatOps release orchestrator on Jira + GitLab webhooks and a release control plane (issue board,
append-only ledger, release emails); promotion is automated up to the approval, which stays human for
segregation of duties.

e Root-caused a self-triggering bot loop (substring matching let the orchestrator react to its own replies;
hundreds of comments across several tickets overnight) and shipped four layered guards (bot-account
exclusion, orchestrator guard, anchored regex, non-re-triggering replies), 25 regression tests and rate
watermarks (60 s / 900 s /120 s). Post-incident review led by the project manager.

Backend Developer — Bank Negara Indonesia (BUMN) - Jakarta, Indonesia Jan 2022 - Jan 2024
e Developed backend services in Java Spring Boot and Python for the bank's delivery teams.

e Ran them on OpenShift and OpenFaaS under SonarQube gates, later standardised platform-wide.
SELECTED PLATFORM WORK

¢ Pipeline gateway — 40+ repos on one versioned contract; onboarding is a four-line include.

e ChatOps orchestrator — deploy, scan and merge from the Jira ticket; bot loop pinned by 25 tests.

¢ Release control plane — append-only ledger and release emails; promotion is a tag-and-merge diff.
SKILLS

e CI/CD and automation (daily): GitLab CI, Jenkins/Groovy library, Bash, Python, pipeline-as-code

e Containers and platforms (daily): Docker, OpenShift, Linux, on-premise servers and VMs, Git

e Security and quality gates (daily): SonarQube, Semgrep, Trivy, SBOM / CycloneDX, Vault

e Delivery workflow (daily): Jira, Firebase, TestFlight

e Backend (previous role, 2022-2024): Java Spring Boot, Python

EDUCATION

S1 Informatics (Computer Science) — Universitas Tarumanagara, Jakarta 2018 - 2022 - GPA 3.64 [ 4.00
e st place, SQL and C++ competition; 2nd place, business-based technology competition.



